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Though success stories of Cloud Enterprise 
Resource Planning systems (Cloud ERP) are frequently 
published, the failure rate of Cloud ERP is relatively 
less reported and discussed. Implementing Cloud ERP 
systems is not always easy, and at times very 
challenging. Hence, client organizations and vendors 
should be aware of challenges to help ensure successful 
implementation of Cloud ERP systems. The aim of this 
study is to develop a taxonomy of Cloud ERP 
implementation challenges. A set of thirty-one 
challenges was identified from a systematic literature 
review, and were then categorized by following the 
taxonomy development process proposed by Nickerson 
et al. (2013). The taxonomy consists of two dimensions: 
type of challenges and locus of challenges. Our 
proposed taxonomy has implications for providing a 
springboard for further theory development in the Cloud 
ERP domain 
1. Introduction  
Enterprise Resource Planning (ERP) systems 
represent a comprehensive software package that aims 
to integrate the holistic processes of business and 
functions for the purpose of presenting a comprehensive 
view of organizations from a single information and IT 
architecture [1]. In recent years, owing to the emergence 
of Cloud Computing technologies, ERP vendors have 
begun offering a new breed of ERP systems by 
capitalizing the enormous potential of those 
technologies. Cloud ERP refers to ERP applications 
integrated with Cloud infrastructure and delivered over 
the Internet to multiple client organizations [2]. Cloud 
ERP is quite easy for client organizations’ to deploy and 
does not require extensive IT infrastructure in terms of 
software and hardware [3]. It allows companies with 
limited budgets a more affordable way to access the 
technology. As a result, Cloud ERP systems are gaining 
popularity for SMEs as well as large organizations [4]. 
Despite such benefits, the failure rate of Cloud ERP 
implementation is a major concern [5]. Hence, 
researchers from different disciplines are paying 
increased attention to various aspects of Cloud ERP 
implementation [6].  
Cloud ERP implementation refers to the process of 
offering and using an efficient Cloud ERP through 
configuring technical, organizational, and financial 
resources [7]. According to [8], the existing literature on 
Cloud ERP implementation addresses three key topical 
areas: critical success factors (CSFs) (e.g.[9],[8]), 
challenges (e.g.[10]) and benefits (e.g.[3]). However, 
very few systematic literature analyses on Cloud ERP 
implementation challenges has been undertaken. The 
journey of organizations during Cloud ERP 
implementation is difficult because many challenges 
(e.g., relating to security and privacy) are encountered 
[11]. To successfully address the difficulties associated 
with Cloud ERP implementation and achieve the 
promised benefits, it is necessary to understand related 
challenges. This provides the motivation for this study.  
While some researchers have endeavored to 
investigate challenges affecting Cloud ERP 
implementation, their findings are to some extent 
inconsistent. Existing literature identifies challenges 
that hamper Cloud ERP implementation. Those 
challenges however have not yet been rigorously 
categorized for improved understanding of Cloud ERP 
implementation phenomenon.  
A taxonomy provides the means to organize 
knowledge and increase understanding in discussion, 
pedagogy and research [12]. A taxonomy is used not 
only to systematically describe the current development 
or relationships of a research area, but also as a 
foundation for higher-order theory development such as 
a theory for explaining and predicting in an examined 
field [13]. The main observation for the high degree of 
complexity in Cloud ERP implementation is the 
different stakeholders involved. Vendors are the first to 
be contacted by client organizations for any new 
requirements or if they encounter a problem. At the 
same time, vendors have to host the function and the 
quality of systems for many client organizations [3, 14]. 
Different roles may result in different types of 
challenges for each stakeholder [15]. A taxonomy is 
useful to explain challenges of Cloud ERP 
implementation since its multidimensionality lays the 
foundations for understanding and analyzing challenges 





in terms of the dimensions and characteristics [12]. 
However, no such taxonomy has emerged from the 
existing literature for the context of Cloud ERP 
implementation. 
The aim of this study is to develop a taxonomy for 
challenges affecting Cloud ERP implementation 
success identified from the existing literature. Our 
taxonomy development process followed the iterative 
approach proposed by Nickerson and Varshney [15]– 
see figure 1. Both the conceptual to empirical (C2E) and 
the empirical to conceptual (E2C) methods were used. 
This paper contributes to theory and practice. As a 
theoretical contribution, the proposed taxonomy 
delivers a set of systematic and structured challenges for 
internal and external organizations (i.e., client 
organizations, Cloud ERP vendors) alike. This will help 
managers to synthesize and systematize research on 
challenges of Cloud ERP implementation. Furthermore, 
our proposed taxonomy can be considered as a Type 1 
theory for analysis that lays the foundation for further 
theory development in the domain of Cloud ERP [13]. 
As a contribution to practice, our proposed taxonomy 
can provide practitioners with taxonomy of challenges 
to contextually understand as well as consider the 
challenges while undertaking Cloud ERP 
implementation. Moreover, it helps client organizations 
and vendors to focus on addressing more important 
individual challenges that they may encounter during 
Cloud ERP implementation according to their role. For 
example, decision makers in client organizations can 
pay more attention to address the first three challenges 
in one sub-category of the taxonomy (internal strategic 
challenge) during the development of management 
strategies. They also can consider external challenges 
when they develop and measure SLA performance of 
vendors. For vendors, their priority might be to, 
overcome external challenges to optimize services for 
client organizations. Without such a taxonomy, it would 
be difficult and time consuming for anyone to consider 
implementation challenges comprehensively. 
The paper is organized as follows: first, the 
methodology applied to carry out the systematic 
literature review is explained. Then the findings section 
is structured into three subsections based on issues 
related to challenges followed by discussion. The paper 
concludes with implications for practice and research. 
2. Research approach 
A two-stage methodology has been followed. Stage 
1 involves conducting a systematic literature review 
(SLR) to identify a list of Cloud ERP challenges from 
the extant literature. Stage 2 involves following a 
taxonomy development process as proposed by 
Nickerson and Varshney [15]. 
2.1. A systematic literature review (SLR) 
A SLR is a process of identifying, assessing and 
interpreting all available literature produced by 
researchers. The study reported in this paper, was 
conducted by drawing on the method of SLR introduced 
by Jones and Gatrell [16]. To identify and select 
appropriate papers for review, a predefined set of 
keywords and a set of inclusion/exclusion criteria was 
used to reduce selection bias [17]. A flow chart of SLR 
is shown in Figure 1. 
 
 
Figure 1.  SLR flow 
 
Our research began with identifying relevant papers 
from the AIS ‘‘basket of eight” journals (i.e. 
Information Systems Journal, Information Systems 
Research, MIS Quarterly, European Journal of 
Information Systems, Journal of the AIS, Journal of 
Information Technology, Journal of Management 
Information Systems, Journal of Strategic Information 
Systems) and leading IS conferences (i.e. PACIS, 
HICSS, ECIS, AMCIS, ICIS). To cover a broad a set of 
publications, and check the coverage, digital databases 
(i.e. Science Direct, JSTOR, ProQuest and Google 
scholar) were also searched.  
Four steps were involved in the search and selection 
process. In step 1, keywords were identified and used 
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for searching. The term “Cloud ERP” was used as a 
primary search term. In order to identify as many 
relevant papers as possible, alternative expressions of 
the primary search term were also used: “Cloud based 
ERP”, “CERP”. A set of secondary keywords were also 
used for searching: “implementation” (and as an 
alternative the closely related term: “adoption”) and 
“challenges” (and as alternatives the closely related 
words: “barriers”, “impediments”). The Boolean 
operators (i.e. AND, OR and NOT) were applied to 
make the search accurate and more effective. In total, 
sixty-eight papers were identified from step 1. In step 2, 
fourteen papers were identified as duplicates and 
removed. Furthermore, twenty-five papers were 
excluded that did not meet the following four criteria: a) 
not clearly related to our research focus (i.e. the 
challenges for Cloud ERP implementation), b) not 
published in English, c) not published between 2010 and 
2021, and d) not published as journal articles or 
conference papers. Other materials, such as blogs and 
workshop proposal, were excluded.  
The main selection process focused on step 3 and 
step 4. In step 3, initial selection was conducted by 
reviewing title, abstract, and keyworks. The full texts of 
papers were manually evaluated by authors to ensure the 
chosen papers met the focus of this paper (i.e., 
challenges of Cloud ERP implementation). In step 4, the 
following selection criteria were adopted to select the 
candidate papers. First, challenges of Cloud ERP 
implementation are explicitly mentioned and are the 
focus of the papers’ investigation. Second, since this 
paper only focuses on the implementation process, 
papers regarding the organizational decision making of 
Cloud ERP adoption were excluded. Third, challenges 
themselves are the primary focus or prominently 
discussed. A set of seventeen (17) papers was identified 
after step 4.  
Out of seventeen, ten papers were published in 
journals. Five papers were published in 2018 whereas 
four papers were published in 2012. Twelve papers 
applied a literature review in their research design to 
investigate challenges in Cloud ERP implementation, 
but very few papers reported an empirical study. 
2.2. Following a taxonomy development 
process 
The taxonomy development approach proposed by 
Nickerson and Varshney [15] has been chosen for our 
research for three reasons. First, this method integrates 
empirical and conceptual perspectives into one 
comprehensive method that facilitates iteration for both 
perspectives. Second, objective and subjective criteria 
for the ending conditions have been clearly provided. 
Third, this method is developed for IS and has been 
successfully applied by several IS researchers [12, 18].  
According to Nickerson and Varshney [15], 
taxonomy development includes seven steps. Steps 1 
and 2 determine the research field and the boundaries of 
the taxonomy. The purpose of steps 3 to 6 is to define 
and validate the taxonomy’s characteristics and 
dimensions iteratively.  A decision was made about 
whether another iteration should be conducted through 
comparing to the ending conditions in step 7. Our 
taxonomy process applied both the C2E and the E2C 
approach based on existing literature about challenges 
of Cloud ERP implementation. In the C2E approach, the 
dimensions of the taxonomy were from the conceptual 
or theoretical foundation associated with Cloud ERP 
implementation challenges [19]. In the E2C approach, 
dimensions of the taxonomy were derived by analyzing 
specific challenges of Cloud ERP implementation and 
detecting their similarities or distinctions [19]. An 





Figure 2.  Applied Taxonomy Development 
Method of Nickerson, Varshney [20] 
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3. Findings 
 The findings are expressed by identifying a set of 
thirty-one (31) challenges from Stage 1, which were 
then used for developing a taxonomy based on Stage 2 
(as described earlier).   
3.1. List of Challenges  
We analyzed the selected seventeen (17) papers and 
identified a total of thirty-one (31) challenges associated 
with Cloud ERP implementation that have been 
discussed in existing literature. Out of these, the most 
important five (5) challenges were: data security, 
customization, network failure, service level agreement, 
long term cost. These frequently cited challenges are 
discussed below.  
Data security and privacy is the most frequently 
reported challenge. Organizations are generally 
concerned about how organizational and customers’ 
data can be protected as they are stored in a server which 
is located beyond organizational boundaries. In Cloud 
ERP, sensitive information about organizations (e.g., 
financial data, bank details) has to be shared with a 
third-party service where data can be mingled with that 
of other companies. Because of the openness and multi-
tenant feature of the Cloud, client organizations are 
concerned about how secure their data is and who has 
access [2]. As a result, it is a major challenge for Cloud 
ERP vendors to offer strong protection from misuse and 
hacking [21]. 
Customization is the second most frequently 
reported challenge. As systems offered by Cloud ERP 
vendors are based on best business practices and do not 
take into consideration the unique process of each client 
organization, customization is required for client 
organizations to achieve the alignment between their 
business processes/requirements and a Cloud ERP [22]. 
However, any extensive customization is very costly 
[3]. This is especially considered as a deterrent for large 
organizations to implement systems because large 
organizations generally have more complex systems and 
processes compared to SMEs [4, 23].  
The next most frequently reported challenge is 
Network and Internet Failure. Cloud ERP requires a 
constant internet connection for real-time transactions to 
take place. Network and Internet failure will have 
negative influence on organizations. For example, a 
slow or erratic internet connection may cause delays in 
transferring data, which may further result in slower 
decision making [4]. The handling of massive Internet 
traffic during a distributed denial of service (DDoS) 
attack is always a significant challenge for vendors. 
They are required to provide some feasible solutions to 
prevent the situation where client organizations are 
unable to access the Cloud server because of DDoS 
attack [2]. 
Another frequently reported challenge relates to 
Service Level Agreements (SLAs). SLAs are often 
proposed by Cloud ERP vendors, to  include quality, 
availability and performance of the offered services [3]. 
However, SLAs are usually insufficient to cover all 
confidentiality issues or to attribute responsibility for 
damage liability [24]. More penalties and checking 
procedures for SLA are required from the customer 
perspective. More comprehensive SLAs are beneficial 
for both customers and providers and facilitate the 
implementation and maintenance of systems [25].  
Therefore, it is challenging for client organizations to 
ensure the comprehensiveness of SLAs 
Finally, long-term cost is found to be a frequently 
reported challenge for Cloud ERP implementation. 
Gupta and Misra [4] suggest that long-term cost is a 
major challenge for large organizations to implement 
Cloud ERP because the incremental amount of data 
requires on going purchasing of more storage space for 
systems. The cost is also regarded as a challenge for the 
context of SMEs in implementing systems since the 
annual subscription cost of Cloud ERP is higher than the 
maintenance costs of on-premise ERP. Large 
enterprises generally do not have budget issues 
compared to SMEs. Accordingly, annual subscription 
costs can be a challenge for SMEs to implement Cloud 
ERP systems [4, 26]. 
3.2. A Taxonomy of Cloud ERP Challenges 
By carefully following a seven-step process [20], 
we now propose the development of a taxonomy of 
Cloud ERP challenges.   
Step 1 (Determine the meta-characteristic): A 
meta-characteristic serves as the most comprehensive 
traits of entities and represents the main purpose of a 
taxonomy [27]. This step helps researchers and guides 
the development process to avoid examining some 
unrelated characteristics. For our Cloud ERP context, 
the meta-characteristic represents the characteristics of 
challenges for Cloud ERP implementation. 
Step 2 (Determine the ending conditions): The 
development process will end in terms of objective and 
subjective ending conditions proposed by Nickerson 
and Varshney [19]. The objective ending conditions 
include the addition of no new dimensions in the last 
iteration and no additional challenges requiring 
examination. The development process will end when 
all of the subjective ending conditions are met, that is, 
when the taxonomy is determined to be comprehensive, 
concise, robust and explanatory, and extendible. 
Iteration 1: 
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Steps 3 to 7: For the first iteration, we decided to 
use the C2E approach since one dimension could be 
extracted from the existing literature of Cloud ERP 
implementation challenges (Step 3). Although there 
exists a little discussion on this topic for the Cloud ERP 
context, types of Cloud ERP challenges (in terms of 
citations) proposed by Saeed and Juell-Skielse [27] is 
the most frequently cited work. According to the 
authors,  challenges are grouped into three different 
characteristics: a) strategic challenge is related to 
organizations’ strategies, which is reflected by lack of 
early adopters because of low awareness of Cloud ERP, 
heavy investment in on-premise ERP, and heavily 
dependent on vendor; b) operational challenge is related 
to the operation of the system, which is reflected in 
terms of inconsistency between current business 
strategy and Cloud ERP, huge hidden costs, loss of jobs 
for in-house IT employees, and c) technical challenge is 
related to technical aspect of the system, which reflected 
security and privacy issue, the difficulty in 
customization and integration (Step 4a). In step 5a, 
some instances of these characteristics of challenges 
were identified from the existing literature. For 
example, strategic risk is a strategic challenge since 
client organizations may lose their own competitive 
advantages resulting from heavily depending on 
vendors and complying with their policies [28]. Long-
term costs are an operational challenge because some 
hidden costs of Cloud ERP implementation may be 
higher than the running cost for on-premise ERP [3]. 
Integration is a technical challenge because Cloud ERP 
is difficult to integrate with the existing applications or 
IT infrastructure [29]. Accordingly, these three 
characteristics were added in our taxonomy in step 6a. 
Given that one dimension was created in this iteration, 
the development process had to be repeated to comply 
with the objective ending conditions (i.e., no new 
dimensions are added in the last iteration) (step 7). 
Iteration 2:  
Steps 3 to 7: the E2C approach was used in the 
second iteration because some challenges were 
identified from the Cloud ERP literature, which might 
provide additional dimensions for this taxonomy (step 
3). We selected the first ten widely cited challenges 
from existing literature: security and privacy, 
customization, network and internet, SLA and long-
term costs, performance, elasticity and scalability, 
functionality fit, integration and compliance (step 4b). 
One dimension, the locus of challenges (i.e. internal and 
external challenges) was identified based on our 
understanding of these challenges. Internal challenges 
refer to those challenges which arise among internal 
stakeholders (i.e. client organization) whereas external 
challenges refer to those challenges which are faced or 
likely faced by external stakeholders (i.e. Cloud ERP 
vendors) in dealing with Cloud ERP implementation). 
For example, Cloud ERP vendors are required to solve 
security issues because they have the ownership of 
Cloud ERP and client organizations cannot access and 
improve IT infrastructures by themselves [2]. Client 
organizations need to estimate the possible running 
costs and it is hard for them to identify some hidden 
costs for implementing Cloud ERP [4]. Accordingly, 
security is an external challenge whereas long-term 
costs is an internal challenge (step 5b). This dimension 
was added to the taxonomy in step 6b. However, the 
method had to be repeated because of two reasons: first, 
the locus of challenge was created in this iteration, 
which did not satisfy the objective ending conditions; 
second, it is not known if the taxonomy is 
comprehensive enough because more challenges exist 
that are required to be considered. As a result, one more 
iteration is needed (step 7). 
Iteration 3:  
Steps 3 to 7: As there are more challenges to 
examine, the E2C approach was followed for this 
iteration (step 3). The remaining twenty-one challenges 
from the literature were considered, such as reliability 
of systems, organizational change (step 4c). We could 
not identify any new dimensions from these challenges. 
These challenges could be classified into the existing 
dimensions (steps 5c, 6c). Hence, no new dimensions 
were added in this iteration, and all challenges extracted 
from existing literature had been examined. In 
conclusion, the objective ending conditions are met. 
Furthermore, the taxonomy appears to be 
comprehensive, concise, robust and explanatory after 
extracting some dimensions and examining the 
considerable number of challenges from existing 
literature. As a result, it meets the subjective ending 
conditions. The development process ends at this point. 
In summary, our proposed taxonomy (Figure 3) is 
described in terms of two dimensions: type of 
challenges and locus of challenges. Drawing on this 
taxonomy, a set of six categories of challenges is 
identified. Our assumption underlying this taxonomy, is 
that organization size does not influence both these 
dimensions. For example, SMEs and large client 
organizations do not differ from each other on the 
selection of vendors. This is because vendors are 
responsible for looking after data of client organizations 
and then it can be difficult to change the vendor [4]. 
Furthermore, the performance of Cloud ERP and the 
network connectivity has been always the matter of 




Figure 3.  A Taxonomy Showing Six Categories of 
Cloud ERP Implementation Challenges 
 
Out of thirty-one challenges, eighteen challenges 
are external (e.g. security and privacy, integration) in 
nature, whereas thirteen challenges are internal (e.g. 
resistance from end-users, organizational change) in 
nature. We now discuss the characteristics of each 
category: 
Category A (Internal strategic challenges): 
Organizations encountering this category of challenges 
have strategic difficulties perceived by internal 
stakeholders. Strategic risk is a frequently mentioned 
challenge in this category (mentioned by two papers). 
client organizations heavily depend on Cloud ERP 
vendors since everything about Cloud ERP is handled 
by them [24]. Therefore, the client organizations’ 
strategic risk increases when they are tied to a specific 
vendor [28]. Furthermore, other challenges cannot be 
ignored. For example, vendors play a significant role in 
implementing Cloud ERP since they have multiple 
responsibilities, such as providing hardware and 
software, monitoring the system, supporting users. As a 
result, proper selection of vendors with long-standing 
position in the market and strong background in Cloud 
ERP is always regarded as the matter of concern for 
client organizations [4]. As a result, selecting the vendor 
with high integrity is one of the internal strategic 
challenges. 
Category B (External strategic challenges): 
Organizations encountering this category of challenges 
have external strategic difficulties perceived by external 
stakeholders. The most frequently reported challenge in 
this category is compliance risks, which has been 
mentioned by four papers. Cloud ERP vendors are 
required to provide their systems to comply with the 
rules, regulations and specifications laid down by the 
governments. This is because these rules can facilitate 
integrity and security of organizational information 
security. However, different countries have various 
types of laws and regulations. It is difficult for Cloud 
ERP vendors to adapt their systems to follow all 
country-based or location-based rules or regulations [4]. 
Furthermore, most organizations are still unwilling to 
apply Cloud ERP since they are not familiar with the 
impact of implementing this new technology. As a 
result, Cloud ERP vendors should put more focus on 
improving their business strategy on describing Cloud 
ERP services and making it clearer for their clients [28]. 
Category C (Internal operational challenges): 
Organizations encountering this category of challenge 
have internal operational difficulties perceived by 
internal stakeholders. Challenges, like SLAs and long-
term costs, are frequently mentioned in this category 
(please refer to Section 3.1 for clarification). For 
example, it is quite a challenge for client organizations 
to adopt Cloud ERP and abandon their existing on-
premise system. This is because Cloud ERP not only 
requires employees to adjust their routines to new ways 
of working but also may result in job losses since a lot 
of work is outsourced to third-parties [28]. This can be 
a significant challenge for large organizations as they 
need to invest significant resources and time to train 
everybody [17]. As a result, organizational change is an 
internal operational challenge.  
Category D (External operational challenges): 
Organizations encountering this category of challenges 
have external operational difficulties perceived by 
external stakeholders. Performance and functional fit 
are the most frequently mentioned challenges in this 
category. Inadequate Cloud ERP performance can have 
a negative influence on some important financial and 
operational decisions for client organizations [4]. 
However, client organizations cannot control the Cloud 
ERP systems because of their characteristics. It is a 
challenge for Cloud ERP vendors to deliver high quality 
product package to their clients [24]. Furthermore, 
complying with data, power and environmental 
standards are other difficulties faced by Cloud ERP 
vendors since the physical system may be located 
anywhere in the world [28]. It is difficult for Cloud ERP 
vendors to provide a unified system that adapts 
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individual security policies to the specific country 
regulations [23]. 
Category E (Internal technical challenges): 
Organizations encountering this category of challenge 
have internal technical difficulties perceived by internal 
stakeholders. The most frequently reported challenges 
in this category is customization, network and internet 
(please refer to Section 3.1 to get more information). 
Furthermore, client organizations may lose some 
valuable IT competencies as they outsource a major part 
of their IT support [30]. When they depend heavily on 
Cloud ERP vendors, they may face challenges to be in 
sync with IT capabilities of vendors [4]. As a result, 
client organizations also need to consider how to 
overcome this challenge when they decide to outsource 
their IT support to third parties. 
Category F (External technical challenges): 
Organizations encountering this category of challenge 
have external technical difficulties perceived by 
external stakeholders. Security and privacy is found to 
be a considerably reported challenge in this category 
(please refer to Section 3.1 for more clarification). 
Another frequently reported challenge is elasticity and 
scalability. Elastic demands and services in the cloud 
computing environment increase the complexity of 
systems, which requires the involvement of more highly 
skilled technical people to develop and maintain 
systems [26]. Moreover, Mac-Anigboro and Usoro [24] 
suggest unscalable storage of systems is one of the 
disadvantages of implementing Cloud ERP systems 
because storage facilities are unable to be increased 
based on the requirements of client organizations. 
Accordingly, elasticity and scalability are considered as 
challenges of Cloud ERP vendors. 
4. Discussion 
4.1. Cloud ERP implementation challenges 
From our systematic literature review on challenges 
of Cloud ERP implementation, the top five most widely 
cited challenges for Cloud ERP implementation are: 
security and privacy, customization, network and 
internet, SLA and long-term costs. Lesser, but still 
frequently mentioned challenges are performance, 
elasticity and scalability, functionality fit, integration 
and compliance. Comparing these findings with top 10 
challenges for on-premise ERP implementation 
identified by, Mahmood and Khan [31] challenges for 
Cloud ERP and on-premise ERP differ and there exists 
only one commonality: integration is considered as a 
significant challenge for both of them. Although an ERP 
system (i.e. both on-premise and Cloud) is considered 
as a cross-functional enterprise system that integrates 
organizational core business processes, no single 
application can provide everything for organizations to 
fulfill their requirements [31]. Integration may happen 
at either in a single organization or across organization 
boundaries since organizations may purchase different 
modules from different vendors. If there is not a proper 
integration strategy, it can result in data loss, new 
system delays [32]. However, different challenges are 
identified due to the nature of Cloud ERP. For example, 
allowing customization is considered as one of 
advantages for on-premise ERP, but Cloud ERP does 
not provide space for extensive customization. This is 
because organizations have ownership of the software to 
customize systems as needed in on-premise ERP 
systems, whereas the ownership in Cloud ERP systems 
is controlled by vendors [1]. Therefore, on-premise ERP 
is more appropriate to some organizations with multiple 
customization requirements. Furthermore, compared to 
on-premise ERP, project management is no longer a big 
challenge for Cloud ERP implementation since client 
organizations do not need to initiate, plan, develop 
systems by themselves and the systems apply pay-per-
use strategy [4]. As a result, Cloud ERP is always 
attractive to SMEs [5].  
Only a few existing scholars offer solutions for 
some challenges of Cloud ERP implementation. For 
example, Ambavane and Pawar [20] recommend the 
adoption of security strategies and regular security 
assessment should be introduced to reduce the security 
issues occurred in implementing Cloud ERP. In another 
study, Rabaya and Graffi [25] suggest regular 
monitoring and measure from vendor and client sides is 
an effective way to make sure the quality of SLAs.  
4.2. Inconsistency issues about Cloud ERP 
implementation challenges 
It can be seen that challenges affecting Cloud ERP 
are inconsistent due to three reasons. Firstly, the 
inconsistent findings about the same challenge results 
from different perspectives. For example, updates have 
been considered as a benefit of implementing Cloud 
ERP by the cloud providers [28]. However, Iqbal and 
Uppström [35] regard upgrades as a challenge for client 
organizations. This is because the cloud providers are 
only responsible for handling the technical side whereas 
the users have to handle the functional side. Secondly, 
different Cloud models contribute to the differences in 
the challenges. For example, according to some 
researchers, Cloud ERP systems offer very limited 
customization options to client organizations as they are 
developed on SaaS layer of cloud computing which is 
assumed to be less flexible [4]. However, findings of the 
study conducted by Iqbal et al. (2012) suggest 
customization is not a big issue in Cloud ERP systems 
due to cloud providers offering platforms (i.e. PaaS, 
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IaaS) that allow client organizations to build their codes 
and run them. Thirdly, the inconsistent findings about 
the same challenge results from different components 
consists of them. For example, IT cost reduction is 
considered to be the dominant benefit of Cloud ERP. 
This is because the cost of maintenance, configuration, 
and network etc. is reduced. Start-up and operating costs 
are also reduced [24, 28]. However, the cost of Cloud 
ERP is also considered as a challenge of implementing 
Cloud ERP. For example, some costs, such as transition 
cost, monitoring cost, and update cost are hidden in the 
contract, which will increase the fixed costs [28].  
4.3. The six categories of Cloud ERP 
implementation challenges  
Existing literature often applies the “Locus (source) 
of challenge” to comprehensively understand the 
implementation of complex systems that may involve 
more than one stakeholder, e.g. e-commerce [33]. 
Although the locus of challenges is not explicitly 
discussed in the existing Cloud ERP literature, it is an 
important characteristic to describe challenges in this 
area. The main Cloud ERP stakeholders are client 
organizations and Cloud ERP vendors. Existing 
literature suggests that common challenges include 
internal and external challenges in an organization and 
cannot be overlooked while implementing Cloud ERP 
[34]. It is then appropriate that the locus of challenges is 
identified as an important dimension for the taxonomy.  
In the taxonomy, most of the strategic challenges 
are related to internal locus, thus decision makers in the 
client organizations are required to consider several 
strategic issues associated with the adoption and 
implementation decision of Cloud ERP. For example, 
they should select an appropriate vendor in terms of 
their financial background, integrity, reliability, prices, 
and user reviews [4]. They may also take some strategic 
risks (e.g. vendor lock-in) resulting from outsourcing 
their core IT technologies [3]. Some strategic challenges 
also are related to external locus, where vendors aim to 
attract more customers by adapting regulations or rules 
and improving their business strategy [4, 28]. 
Operational challenges are mentioned in both internal 
and external loci. As a result, successful implementation 
of Cloud ERP requires significant attention from both 
client organizations and Cloud ERP vendors through 
addressing these operational challenges [1]. For 
example, one of the operational challenges for client 
organizations is increasing complexity. Cloud ERP may 
need to expand to new geographies or to multiple 
departments, which will further increase the complexity 
of the system. It also can be difficult for Cloud ERP to 
adjust these changes made in real-time basis [4]. As a 
result, it is challenging for client organizations to reduce 
the complexity of Cloud ERP resulting from their 
business complexity. Since Cloud ERP is not mature 
enough, the existing functions are not extensive enough 
to cater for all of requirements in every type of industry 
[35]. Furthermore, some Cloud-based applications are 
only available to certain geographical locations because 
they cannot meet the financial reporting requirements of 
every region [36]. Accordingly, it is challenging for 
Cloud ERP vendors to enhance the capability of their 
systems. Most of the technical challenges are related to 
external locus, so the main responsibility of Cloud ERP 
vendors is to host the function and the quality of systems 
for all client organizations [3, 14]. For example, Cloud 
ERP allows users to access services everywhere through 
several devices, which requires Cloud ERP vendors 
integrate cutting edge mobile technologies with their 
Cloud ERP technologies [37].  
Unlike Cloud ERP, the challenges identified from 
on-premise ERP implementation were categorized and 
fall within the client organizations, which includes 
operational, organizational and technical categories 
[38].  This is because on-premise ERP is developed by 
client organizations themselves [34]. Furthermore, 
highly related challenges of on-premise ERP 
implementation are related to the human aspect rather 
than technical issues [38]. However, given the 
complexity of Cloud ERP implementation, the highly 
related challenges of Cloud ERP implementation are 
both related to human and technical aspects.  
4.4. The common challenges for the 
stakeholders 
We further argue that different stakeholders are 
likely to experience some of the same Cloud ERP 
challenges. In other words, some challenges (e.g. 
strategic risk) can be addressed within the organization 
whereas some require cooperation between internal and 
external organizations. For example, both internal and 
external operational challenges can be encountered. 
Organizations encountering these two categories of 
challenge have operational difficulties perceived by 
both internal and external stakeholders. Service Level 
Agreements (SLAs) that are used to define the specifics 
of IT services delivered by providers to particular 
customers, which are considered as insufficient to cover 
the huge and hidden details of ERP systems 
implementation [25]. This is because the Cloud operates 
in an environment that spans geographies, networks and 
systems [3]. Challenges can result from many sources, 
including network, regulations, storage and power. It is 
a challenge for Cloud ERP vendors to propose SLAs to 
cover all details of the implementation issue whereas it 
is hard for client organizations to monitor and evaluate 
SLAs all the time [39]. Furthermore, given the vendor 
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has access to the entire data of client organizations using 
its leased services, the management and monitoring of 
important assets (e.g. customer data, information about 
products and transactions) is not controlled by client 
organizations. This may lead to information theft or loss 
and result in financial loss [28]. As a result, it is essential 
for client organizations to have the requisite manpower 
to monitor the way the Cloud vendor deals with their 
data and also for Cloud ERP vendors to demonstrate 
their platform is secure and complies with the legal 
regulations proposed by the industry and the country [4].  
Organizations encountering these two categories of 
challenges also have technical difficulties perceived by 
both internal and external stakeholders. Cloud ERP 
systems depend heavily on high-speed Internet quality 
as any network failures may disrupt the usual business 
function of client organizations [24, 40]. As a result, it 
is a mandatory requirement for both client organizations 
and vendors to maintain a high-speed network to ensure 
Cloud ERP implementation [2]. Furthermore, 
customization cannot be avoided for some client 
organizations because achieving alignment between the 
business process and Cloud ERP is required [22]. 
However, Cloud ERP with heavy customization would 
increase the cost of update and maintenance for clients 
[41]. On the other side, Cloud ERP vendors tend to keep 
customization at a minimal level to ensure 
standardization to meet the needs of more customers [3]. 
Vendors will accept customization if functional aspects 
of their products are similar to other existing ones in the 
market, which can improve their competitive advantage 
through high levels of customization competency [42]. 
As a result, it is necessary to both client organizations 
and vendors to have a negotiation on the level of 
customization.   
5. Conclusion 
This paper aims at developing a taxonomy for 
Cloud ERP challenges. Drawing on a systematic 
analysis of the relevant literature, a set of seventeen (17) 
papers has been identified that focus on challenges 
arising from Cloud ERP implementation. Thirty-one 
challenges have so far been scrutinized through SLR 
and some interesting insights were provided. Firstly, the 
top five challenges were identified: security and 
privacy, customization, network and internet, SLAs and 
long-term costs. Secondly, the taxonomy has been 
developed with two dimensions. Most of the strategic 
challenges are faced by the internal stakeholder whereas 
operational and technical challenges require both 
internal and external stakeholders’ attention. Some 
challenges are the same for both internal and external 
stakeholders (e.g., SLAs, network and the Internet). One 
future direction of research that we recommend is to 
further evaluate our assertion (outlined in Section 3.2) 
about the lack of influence of organization size on 
stakeholders’ perceptions of challenges.  
An important contribution of this research is a 
proposed taxonomy of Cloud ERP that is expressed in 
terms of two dimensions: type of challenges and locus 
of challenges. This taxonomy serves as a springboard 
for extending further research by developing higher-
level theories (e.g., Type II: a theory for explaining) that 
are linked to each of the six categories presented in our 
taxonomy (Figure 3). In practice, the findings are useful 
for main stakeholders involved in Cloud ERP 
implementation including client organizations and 
vendors to develop measures or strategies to overcome 
challenges in terms of the locus of challenges, which can 
enhance the possibility of successful Cloud ERP 
implementation. For example, IT staff in the vendor side 
should pay more attention to the external technical 
challenges, especially security and privacy, 
customization issues since they are more frequently 
mentioned. This study developed the taxonomy of cloud 
ERP implementation challenges based on the existing 
literature; thus, future research should assess this 
taxonomy by collecting empirical data.  
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